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1
Decision/action requested

This document proposes to add key issue on Direct C2 Authorization in TR 33.891
2
References

3
Rationale

This contribution proposes a new key issue for Direct C2 Authorization. 
4
Detailed proposal
**** START OF CHANGE ****

 5.X
Key issue #X: Direct C2 Authorization
5.X.1
Key issue details

TS 23.256 [4] and TS 33.256 [5] describe how the UAV pairing with a UAV-C is authorized by a USS over a PDU Session for C2 communications performed over Uu.
In TR 23.700-58 [2], key issue #1 focuses on the support for transport of C2 communications over PC5 in the 3GPP system and considering the following aspects: 

"- how is the C2 communication over PC5 between a UAV and UAV controller established;

-
how is the UAV authorized for setting up direct C2 communication over PC5 with a UAV controller, both for in-coverage and out of coverage scenarios, and how is the authorization revoked;

-
whether the UAV needs to discover the UAV controller, or vice versa and if so, how?"

The following service requirement in TS 22.125 [xx] applies to the C2/pairing authorization, independently of the communication mode used to operate the UAV i.e., over Uu or direct over PC5:


[R-5.1-010] The 3GPP system shall enable UTM to inform an MNO of the outcome of an authorisation to operate.

This is further captured for direct C2 in TR 23.700-58 [2] architectural assumption:


-
A UAV shall obtain authorization from 3GPP system and USS to perform direct C2 communication as defined in TS 22.125 [4].

The solutions in TR 23.700-58 [2] (e.g., solution#1, #4) propose to support Direct C2 communication between UAV and UAV-C considering that UAV and UAV-C may be pre-paired or dynamically paired.
5.X.2
Security threats
If pairing authorization of UAV and UAV-C is not performed securely before establishment of a direct connection between the UAV and UAV-C, an unauthorized UAV-C may be able to communicate with the UAV and perform an unauthorized flight which could cause tremendous risks to the security of UAS and public safety. 

If 3GPP system is not capable to handle revocation of the direct connectivity pairing authorization from USS, then USS might not be able to take appropriate measures to deal with misbehaving UAVs which might cause accidents or become attack vectors. 

5.X.3
Potential security requirement

3GPP system shall support enabling authentication and authorization by the USS of a UAV and UAV-C pairing before enabling a direct data connection over PC5 between the UAV and UAV-C

3GPP system shall provide means for the USS to revoke a UAV and UAV-C pairing authorization in order to close the direct connection over PC5 between the UAV and UAV-C.

